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Numerics
7985 IP Phones, IP video telephony, 620

A
AAR (Automated Alternate Routing), 275

configuring, 282–288
locations-based call admission control, 280– 

288
abbreviated dialing, configuring, 348
ac users, CallManager Attendant Console, 

adding, 417–419
access analog station gateways, 162
access analog trunk gateways, 162
access control lists (ACLs), 461
access gateways, configuring, 164–174

H.323 gateways, 165–169
MGCP gateways, 169–172
Non-IOS MGCP gateways, 172–174

accessing dependency records, CallManager, 
772–774

aceess privileges, MLA (Multilevel 
Administration), assigning, 491–493

ACLs (access control lists), 461
Actions menu (Attendant Console), 427
ad hoc conferencing, 311

dropping, 516–517
Adleman, Leonard M., 541
administration rights, CAR (Call Detail 

Record {CDR} Analysis and Reporting) 
tool, configuring, 743–744

Administrative Reporting Tool (ART). See 
CAR tool

Administrator (CallManager)
remote threats to, 483
MLA (Multilevel Administration), 487–499
settings, disabling, 526–530

administrators, Windows 2000 Server, 
password policies, 472–475

advanced route plans, CallManager, 209
DDIs (Discard Digit Instructions), 217–219
reports, 229
route filters, 209–217
transformation masks, 219–225
translation patterns, 226–228

AES algorithm, 539
Alarm service, Serviceability tool 

(CallManager), 679–680
alarms, CallManager, 713–714

configuration, 714–719
definition details, 717–719
event levels, 714

Alert Central, RTMT (Real-Time Monitoring 
Tool), 707– 708

algorithms
asymmetric cryptography, PKI (Public Key 

Infrastructure), 552– 553
asymmetric encryption, 540–541
call-distribution algorithms, line groups, 

237–238
symmetric cryptography, PKI (Public Key 

Infrastructure), 551– 552
symmetric encryption, 538–540

Always Route Member field (hunt group 
configuration), 422

analog gateways, 161–162
Analog Telephone Adaptor (ATA), 60
ANI (Automatic Number Identification), 219
announcements, annunciators, 319
annunciation, 309
annunciators, 319–320

anouncements, 319
configuring, 320–321

antivirus protection, Windows 2000 Server 
Operating System, 467–468



API (application programming interface), 
CallManager, 7

Application menu, Serviceability tool, 
CallManager, 683

applications layer (Unified Communications), 
7

Architecture for Voice, Video, and Integrated 
Data (AVVID). See AVVID (Architecture 
for Voice, Video, and Integrated Data)

architecture, IPMA (IP Manager Assistant), 
439–440

area codes, commonly exploited area codes, 
blocking, 507–509

ART (Administrative Reporting Tool). See 
CAR tool

assigning MRGLs (Media Resource Group 
Lists), 339

Assistant Console, IPMA (IP Manager 
Assistant), installing, 450–452

assistants, IPMA (IP Manager Assistant), 
configuring, 444–448

asymmetric cryptography, PKI (Public Key 
Infrastructure), 552–553

asymmetric encryption, 540–541
ATA (Analog Telephone Adaptor), 60
attacks

DoS (denial of service) attacks, 573
identity spoofing, 573
man-in-the-middle enrollment attacks, PKI 

(Public Key Infrastructure), 560
Attendant Console (CallManager), 8, 409–410

ac users, adding, 417–419
Broadcast Calls pane, 431
Call Control window, 428–429
call queuing, 415
call routing, 414–415
client, configuring and installing, 425–426
configuring, 416–426

Configuration Tool, 424–425

CTIManager, activating, 423–424
directory, 412–413
Directory pane, 430
hunt groups, 413–414

configuring, 420–422
interface, 427
menus, 427
Parked Calls pane, 430–431
pilot points, 413–414

configuring, 419–420
Speed Dials pane, 429–430
TCD (Telephony Call Dispatcher), 411–412

activating, 423–424
terminology, 411
users, adding, 416–417

audio, video call flow, 622
audio codecs, IP Phones, support for, 67
Audio Session Tunnel, 650
audio source files, MoH (music on hold)

configuring, 330–331
creating, 326–327

audio source IDs, MoH (music on hold), 
assigning, 334

audio translator, MoH (music on hold), 
configuring, 327–328

authentication, 535–538, 573, 597
CallManager, 10
certificates

LSCs (locally significant certificates), 
602–607

storage, 585
configuring, 597–599

CTL client, 600–602
digital signatures, 544–546
hash functions, 541–544
integrity, 585–588
IP Phone, enabling, 530
IP telephony threats, 573

protecting against, 574–576
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keys, storage, 585
phone configuration files, CallManager, 

574, 576
phone images, CallManager, 574–576
phone-to-server authentication, 587–588
PKI, enrollment, 583–585
PKI topologies, 576

CAPF (CallManager Certificate 
Authority Proxy Funtion), 577

CTL client, 580–583
LSCs (locally significant certificates), 

577–579
MICs (manufacturing installed 

certificates), 577–578
multiple PKI topologies, 579
self-signed certificates, 576–577

server-to-phone authentication, 586–587
SHA-1 keys, exchanges, 588
TLS sessions, certificate exchanges, 586

authentication strings, phone certificates, 
issuing, 605–607

Authorized Self-Study Guide: Cisco Voice over 
IP (CVOICE), 161, 164

Auto Answer, configuring, 349
Auto Call Pickup, configuring, 362–363
Automated Alternate Routing (AAR). See 

AAR (Automated Alternate Routing)
Automatic Number Identification (ANI), 219
automatic registrations, IP Phones, 90–92
Auxiliary VLANs, Catalyst switches, support 

for, 145
availability, softkeys, modifying, 353–354
AVVID (Architecture for Voice, Video, and 

Integrated Data), 5-6

B
bandwidth, IP video telephony

calculations, 630–631
call admission control, 631–632
managing, 628–632
requirements, 629–630

barge tones, 319
configuring, 365–366

BAT (Bulk Administration Tool), 119
components, 120
CSV files, creating, 128–131

devices
choosing, 123–124
specifics, 124–125

devices for, 119–120
installation, 121–123
IP Phones

adding, 123–135
inserting, 132–134
updating, 134–135
validating, 131–132

records for, 119–120
TAPS (Tool for Auto-Registered Phones 

Support), 136–138
templates, 438

configuring, 126–127
blocking commonly exploited area codes, 

507–509
boot process, IP Phones, 64–67
braodcast call-distribution algorithm, 238
Broadcast Calls pane (Attendant Console), 

431
Bulk Administration Tool (BAT). See BAT 

(Bulk Administration Tool)
Bulk Trace Analysis tool (CallManager), 730– 

732
button templates, IP Phones, 84–86

C
CA (Certificate Authority)

CAPF, acting as, 583–584
PKI (Public Key Infrastructure), 556–559

web servers, 564–567
CAC (call admission control)

gatekeeper-based call admission control, 
288–296

implementing, 275–276
locations-based call admission control, 

276–288
AAR (Automated Alternate Routing), 

280–288
configuring, 278–279

calculating IP video telephony badwidth, 630–
631

call activity, RTMT (Real-Time Monitoring 
Tool), monitoring, 706–707

authentication
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call admission control
between clusters, 637–643

gatekeepers, 641–643
location configuration, 635–637
region configuration, 634–635
Retry Video Call as Audio setting, 

638–640
CallManager, 631–632
within clusters, 632–640

call admission control (CAC). See CAC (call 
admission control)

Call Back, configuring, 364
Call Control window (Attendant Console), 

428–429
Call Coverage, 235
Call Detail Record (CDR) Analysis and 

Reporting (CAR) tool. See CAR (Call 
Detail Record {CDR} Analysis and 
Reporting) tool

call detail records (CDRs), 673–674
Call Dispatcher, 411–412

activating, 423–424
Call Display Restrictions, 395–396

Calling Line ID Presentation, 396–397
Connected Line ID Presentation, 397
Ignore Presentation Indicators, 397–398

call distribution, 235–236
hunting and forwarding, 240–241
line groups, 236–237

algorithms, 237–238
configuring, 242–243
hunt options, 238–240

call divert targets, IPMA (IP Manager 
Assistant), configuring, 449–450

call flow, video calls, 622–623
call forwarding

CallManager, 107–108
configuring, 349–351

Call Join, configuring, 358
Call Park, configuring, 359–360
Call Pickup, configuring, 360–363
call processing (CallManager), 8-9
call queuing, CallManager Attendant 

Console, 415
call routing

CallManager Attendant Console, 414–415
external call routing, 187–188

VT (Video Telephony) Advantage, 654

call transfers, external transfers, restricting, 
511–516

call waiting, 347
called-party transformations, 221–222

configuring, 223–224
caller ID, 219, 396-397
Calling Line ID Presentation field 

(CallManager), 396–397
calling privileges

calling search spaces, 254–255
configuring, 258–259
gateways, 256
intercluster trunks, 256

CoS (Class of Service), 253–254
enforcement of, 253
partitions, 254–255

configuring, 256–258
time-of-day routing, 260

configuring, 262–268
time periods, 260–265
time schedules, 261, 265–268
usage scenario, 268–270
user effects, 262

Calling Search Space field (pilot point 
configuration), 420

calling search spaces, 253–255
Call Forward toll fraud, preventing, 505–

507
configuring, 258–259
gateways, 256
voice mail toll fraud, preventing, 505–507

calling-party transformations, 220–221
configuring, 223–224

CallManager, 5, 7–8, 35
ad hoc conferencing, dropping, 516–517
Administrator

disabling settings, 526–530
remote threats to, 483

advanced route plans, 209
DDIs (Discard Digit Instructions), 

217–219
reports, 229
route filters, 209–217
transformation masks, 219–225
translation patterns, 226–228

alarms, 713–714
configuring, 714–719
definition details, 717–719
event levels, 714

CallManager
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API (application programming interface), 7
Attendant Console, 8, 409–410

adding ac users, 417–419
adding users, 416–417
Broadcast Calls pane, 431
Call Control window, 428–429
call queuing, 415
call routing, 414–415
client, 425–426
Configuration Tool, 424–425
configuring, 416–426
CTIManager, 423–424
directory, 412–413
Directory pane, 430
hunt groups, 413–414, 420–422
interface, 427
menus, 427
Parked Calls pane, 430–431
pilot points, 413–414, 419–420
Speed Dials pane, 429–430
TCD, 423–424
TCD (Telephony Call Dispatcher), 

411–412
terminology, 411

authentication, 10
configuring, 597–599
CTL client, 600–602

Barge, configuring, 365–366
BAT (Bulk Administration Tool)

components, 120
installation, 121–123
IP Phones, 123–135
TAPS (Tool for Auto-Registered 

Phones Support), 136–138
CAC (call admission control), 275–276

gatekeeper-based call admission 
control, 288–296

locations-based call admission 
control, 276–288

call admission control, 637–638
clusters, 632–643
location configuration, 635–637
region configuration, 634–635
Retry Video Call as Audio setting, 

638–640
Call Join, configuring, 358
Call Park, configuring, 359–360
Call Pickup, configuring, 360–363
call processing, 8–9

call-distribution components, 235–236
hunting and forwarding, 240–241
line groups, 236–243

Calling Line ID Presentation field, 396–397
calling search spaces, 254–255

configuring, 258–259
gateways, 256

call-processing deployment models, 23
clustering over the IP WAN, 30–31
multisite deployment model, 25–27
multisite deployment model with 

distributed call processing, 27–30
single-site deployment model, 23–25

CAPF (CallManager Certificate Authority 
Proxy Funtion), PKI topologies, 577

CAR (Call Detail Record {CDR} Analysis 
and Reporting) tool, 690, 737

CDRs (call detail records), 737–739
CMRs (Call Management Records), 

737–739
configuration, 740–748
device reports, 740
report scheduling, 748–752
system database configuration, 752– 

756
system reports, 740
user levels, 740
user report configuration, 756–758
user reports, 740
users, 739

Cisco Call Back, configuring, 364
clean installation process, 35

installation configuration data, 36–38
installation disks, 35–36
postinstallation procedures, 40–41
service activation, 41–45

clusters, 17
intracluster run-time data, 18–19
limits, 22
redundancy designs, 19–22
SQL database cluster, 17–18

CMC (Client Matter Codes), 511
components, 10
Connected Line ID Presentation field, 397
CTL client, installing, 600–602
Customer Directory Plugin, 10
database replication, 38
DBLHelper, 689
DC Directory, 10

CallManager
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dependency records, 771
accessing, 772–774
enabling, 771–772

device control, 8
dial plan adminstration, 8
Dialed Number Analyzer, 690
Direct Transfer, configuring, 357
directory services, 8
DNA (Dial Number Analyzer), 776–779

installing, 777–778
encryption

configuring, 597–599
CTL client, 600–602

Event Viewer, 689
Extension Mobility, 377–378

configuring, 378–389
default device profiles, 382–383
service parameters, 381–382
user device profiles, 383–386

external call routing, 187–188
external-to-external call transfers, blocking, 

512–516
FAC (Forced Authorization Codes), 5

10– 511
functions, 8
gateways

call survivability, 163
configuring, 164–174
redundancy support, 162

Group Call Pickup, configuring, 361
group configuration, 79–81
H.323 gateways, configuring, 165–169
HTTPS (Secure HTTP), 483

securing through, 483–487
hunt lists, configuring, 243–245
hunt pilots, configuring, 245–247
Ignore Presentation Indicators check box, 

397–398
Immediate Divert, configuring, 358–359
IP Phone Services

configuring, 368–372
displays, 372

IP Phones, 53
automatic registration, 90–92
codec support, 67
configuring, 73–92
device pool configuration, 75–87
device pool design, 92–95
DNS reliance removal, 73–75

entry-level IP Phones, 54–56
features, 61, 64
interaction, 8–9
intracluster communication, 73–87
manual directory number 

configuration, 87–90
midrange IP Phones, 56–59
registering for, 67
startup process, 64–67
template buttons, 84–86
upper-end IP Phones, 56–59

IP telephony threats, protecting against, 
574–576

IP telephony users, 101
adding, 102–104
call forwarding, 107–108
configuration, 102–114
device pool configuration, 104–105
Fast Dial service, 111–112
IP Phone services, 110–111
locale settings, 113–114
logon options, 105–106
Message Waiting Lamp page, 112–113
Personal Address Book service, 

111– 112
speed dialing, 108–110
user database, 101–102
User Options welcome screen, 106– 

107
IP video telephony, 619

bandwidth calculations, 630–631
bandwidth management, 628–632
bandwidth requirements, 629–630
call admission control, 631–632
codec support, 623–624
H.323 endpoints, 625–628
intercluster trunks, 640
SCCP endpoints, 625–627
video calls, 621–622
video protocols, 624–628

IP Voice Streaming application, activating, 
310

IPMA (IP Manager Assistant), activating, 
441

LSCs (locally significant certificates), 
602– 607

management tools, 688–690
MCID (Malicious Call Identification), 

configuring, 399–403

CallManager
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MGCP gateways, configuring, 169–170, 
172

MLA (Multilevel Administration), 487–488
access privileges, 491–493
enabling, 488–489
functional groups, 489–499
user groups, 490–499

MoH Audio Translator, activating, 310
most recent version, 45
MRM (Media Resource Manager), 309– 

310, 335
annunciators, 319–321
conference bridges, 310–316
media resource design, 335–336
MoH (music on hold), 324–334
MRGLs (Media Resource Group 

Lists), 338–341
MRGs (Media Resource Groups), 

336–338
MTPs (Media Termination Points), 

316–318
transcoders, 321–324

multiple call per line appearances, 
configuring, 355–357

Non-IOS MGCP gateways, configuring, 
172–174

Notification Tool, 462
Other Group Call Pickup, configuring, 361
partitions, 254–255

configuring, 256–258
Password Changer tool, 690, 774–776
Performance Monitor, 689
performance monitoring, 695

Event Viewer, 697–698
performance counters, 695–697
Performance Monitor, 699–702
RTMT (Real-Time Monitoring Tool), 

702–708
phone configuration files, authentication, 

574-576
phone feature administration, 8
phone images, authentication, 574–576
phone loads, verifying, 657–658
PKI (Public Key Infrastructure), 551

as trusted third-party protocol, 553– 
556

asymmetric cryptograpy, 552–553
CA (Certificate Authority), 556–559
certificates, 557–559

CRL (certificate revocation lists), 557
enrollment, 559–561
entities, 556–559
key storage, 562–563
revocation methods, 561–562
Smart Cards, 563
smart tokens, 563
SSL, 563–564
symmetric cryptograpy, 551–552
TLS (Transport Layer Security), 563– 

564
web server certificate exchange, 564– 

567
precedence, 403–404
preemption, 403–404
Privacy, configuring, 367–368
programming interface to external 

applications, 8
QRT (Quality Report Tool), 780–784

logs, 782–785
softkey activation, 781–782

QRT Viewer, 690
region configuration, 82
reimaging, 46
route plans, 187, 204–205

configuration, 189–205
digit analysis, 200
digit collection, 201–203
route groups, 189–192
route lists, 192–194
route patterns, 194–199

RTMT client, 690
SCCP (Skinny Client Control Protocol), 8–9
SDK (Software Development Kit), 7
secure media transfers, 574–575
secure signaling, 574–575
servers, 11
Serviceability tool, 678, 687–688

Alarm service, 679–680
Application menu, 683
Control Center, 684–686
Help menu, 684
interface, 679
menus, 678
Service Activation tool, 686
Services MMC, 687
Tools service, 681–682
Trace service, 680–681

services, 42–44
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Services MMC, 689
signaling, 9
signaling control, 8
SIP (Session Initiation Protocol), 179

components, 179–181
configuration, 181–183
integration, 181–183
proxy servers, 179
redirect servers, 180
registrar servers, 180
user agents, 180

softkey template configuration, 83–84
SQL (Structured Query Language) 

databases, 673
DBLHelper, 677–678
management tools, 673–674
SQL Server 2000 Enterprise Manager, 

674–677
SQL (Structured Query Language) Server 

2000, reliance upon, 10
SQL Server 2000 Enterprise Manager, 689
static IP information, choosing, 37
stopping manually, 19
system administrators, password protection, 

38
time-of-day routing, 260, 509–510

configuring, 262–268
time periods, 260–265
time schedules, 261, 265–268
usage scenario, 268–270
user effects, 262

traces, 720
Bulk Trace Analysis tool, 730–732
configuring, 719–725
Dick Tracy tool, 732
Ethereal tool, 732–733
Q.931 Translator, 732
Trace Analysis tool, 725–728
Trace Collection tool, 728–730
Voice Log Translator, 732

trunks, 174–175
H.225 gatekeeper controlled trunks, 

175
intercluster gatekeeper-controlled 

trunks, 175
intercluster nongatekeeper-controlled 

trunks, 175
intercluster trunks, 176–179
SIP trunks, 176

upgrading, 45–47
VT (Video Telephony) Advantage

call routing, 654
calls, 651–652
client installation, 661–667
components, 647–648
configuring, 653–654
deployment tools, 655–657
IP phone configuration, 657–661
protocols, 649–650
supported standards, 648–649
video modes, 652–653

Windows 2000 operating system, 10
Windows 2000 Server Operating System

administrator password policies, 472– 
475

antivirus protection, 467–468
common exploits, 475–476
CSA (Cisco Security Agent), 468–472
hardening, 463–467
hot fix policy, 461–462
security, 459
security patches, 461–462
security settings, 476–478
threats to, 459–461

CallManager Certificate Authority Proxy 
Function (CAPF). See CAPF (CallManager 
Certificate Authority Proxy Function)

CallManager certificates, CTL client, 580
CallProcess category, RTMT (Real-Time 

Monitoring Tool), 703
call-processing deployment models, 

CallManager servers, 23
clustering over the IP WAN, 30–31
multisite deployment model, 25–27
multisite deployment model with distributed 

call processing, 27–30
single-site deployment model, 23–25

call-processing layer (Unified 
Communications), 7

calls
video calls, 621

call flow, 622–623
CallManager, 621–622
codec support, 623–624

VT (Video Telephony) Advantage
protocols, 651–652
video modes, 652–653

calls
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CAPF (CallManager Certificate Authority 
Proxy Function), 43

CA (Certificate Authority), acting as, 583–
584

certificates, CTL client, 580
external CA (Certificate Authority), acting 

as a proxy to, 584–585
phone certificates, issuing, 607
PKI topologies, 577
reports, generating, 609–611

CAR (Call Detail Record {CDR} Analysis and 
Reporting) tool, 690, 737

CDRs (call detail records), 737–739
CMRs (Call Management Records), 

737– 739
configuration, 740

administration rights, 743–744
dial plan parameters, 744–746
gateways, 746–747
initial configuration, 741–742
mail parameters, 743–744
system parameters, 742–743
system preferences, 747–748

device reports, 740
report scheduling, 748–752
system database, configuring, 752–756
system reports, 740
user levels, 740
user reports, 740

configuring, 756–758
users, 739

Catalyst switches, 145
Auxiliary VLAN support, 145
CoS (class of service), configuring, 

155–156
CoS marking, 146
data VLANs, 152–154
dual VLANs, 153–154
inline power, 145
IP Phones, powering, 146–151
IP telephony, role in, 145–146
midspan power injection, 146
PoE (Power over Ethernet), 146–148

Catalyst EtherSwitch modules, 149
Catalyst modular switching, 148
Catalyst stackable switching, 149
configuring, 150
device detection, 147–148
verifying, 151

voice VLANs, 152–154
wall power, 146

CatOS, dual VLANs, configuring, 153
CCMAdministrator account, password, 

changing, 775
CCMSysUser account, password, changing, 

775
CDR inserts, CallManager, 43
CDRs (call detail records), 673–674

CAR (Call Detail Record {CDR} Analysis 
and Reporting) tool, 737–739

Certificate Authority (CA). See CA 
(Certificate Authority)

certificates
CAPF (CallManager Certificate Authority 

Proxy Funtion), PKI topologies, 577
CTL clint, 580-583

CallManager certificates, 580
CAPF certificates, 580
MICs (manufacturing installed 

certificates), 581
TFTP server certificates, 580

HTTPS (Secure HTTP), 484–485
self-signed certificates, 485–487

LSCs (locally significant certificates), 
602– 607

PKI topologies, 577–579
MICs (manufacturing installed certificates), 

PKI topologies, 577–578
PKI (Public Key Infrastructure), 557

self-signed certificates, 558–559
web servers, 564–567
X.509v3 certificates, 557–558

self-signed certificates, PKI topologies, 
576–577

storage, IP telephony, 585
TLS sessions, exchanges, 586

CFA (Call Forward All) toll fraud, 504
preventing, calling search spaces, 505–507

CHAP (Challenge Handshake Authentication 
Protocol), 544

circular call-distribution algorithm, 238
Cisco upgrades, release of, 46
Cisco 7900 series IP Phones, introduction of, 5
Cisco Call Back, configuring, 364
Cisco CallManager 4.1 Software Disk, 36
Cisco IP Telephony Server Operating System 

Hardware Detection Disk, 35

CAPF (CallManager Certificate Authority Proxy Function)
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Cisco IP Telephony Server Operating System 
Installation and Recovery Disk, 36

Cisco IP Telephony Solution Network 
Reference Design, 25

Cisco IP Telephony Solution Reference 
Network Design (SRND), 25, 314

Cisco IP Voice Media Streaming application, 
312

Cisco QOS Exam Certification Guide, Second 
Edition, 155

Cisco Voice Gateways and Gatekeepers, 161, 
164, 289

CiscoWorks ITEM (IP Telephony 
Environment Monitor), 763–764

Class of Service (CoS). See CoS (Class of 
Service)

clean installation, CallManager, 35
installation configuration data, 36–38
installation disks, 35–36
postinstallation procedures, 40–41
service activation, 41–45

client applications, 411
client layer (Unified Communications), 7
clients, VT (Video Telephony) Advantage, 

installing on, 661–667
closest match routing, CallManager, 201–202
clusters

call admission control, 632–643
gatekeepers, 641–643
location configuration, 635–637
region configuration, 634–635
Retry Video Call as Audio setting, 

638–640
CallManager servers, 17

clustering over the IP WAN, 30–31
intracluster run-time data, 18–19
limits, 22
redundancy designs, 19–22
SQL database cluster, 17–18

intercluster trunks, CallManager, 640
intracluster communication, IP Phones,

73–87
CMCs (Code Matter Codes), 389, 391–392

configuring, 392–394
creating, 392
route patterns, enabling, 394–395
toll fraud, preventing, 511

CMRs (Call Management Records), CAR 
(Call Detail Record {CDR} Analysis and 
Reporting) tool, 737–739

Code Matter Codes (CMCs). See CMCs 
(Code Matter Codes)

codecs
IP Phones, support for, 67
video codecs, CallManager, 623–624

commands
IOS gatekeepers, 293
SRST, 299

Comma-Separated Values (CSV), 737
commonly exploited area codes, blocking, 

507–509
components

BAT (Bulk Administration Tool), 120
SIP (Session Initiation Protocol), 179–181

conference bridges, 310–311
ad hoc conferencing, 311
Cisco IP Voice Media Streaming 

application, 312
hardware, 311–315

configuring, 315–316
IP/VC-3500 Series Video Multipoint 

Conference Unit, 313
Meet-Me conferencing, 311
NM-HD network modules, 313
NM-HD-2VE network modules, 313
NM-HDV network modules, 313
NM-HDV2 network modules, 313
WS-SVC-CMM conference bridge type, 

312
WS-X6608-E1 conference bridge type, 312
WS-X6608-T1 conference bridge type, 312

conferencing, 309
ad hoc conferencing, 311

dropping, 516–517
Meet-Me conferencing, 311

configuration
AAR (Automated Alternate Routing), 

282– 288
abbreviating dialing, 348
access gateways, 164–170, 172–174

H.323 gateways, 165–169
MGCP gateways, 169–170, 172
Non-IOS MGCP gateways, 172–174

annunciators, 320–321
authentication, 597–599

CTL client, 600–602

configuration
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Auto Answer, 349
Barge, 365–366
call admission control

location configuration, 635–637
region configuration, 634–635

call forwarding, 349–351
Call Join, 358
Call Park, 359–360
Call Pickup, 360–363
called-party transformations, 223–224
calling search spaces, 258–259
calling-party transformations, 223–224
CallManager, 416-426

adding ac users, 417–419
adding users, 416–417
alarms, 714–719
call queuing, 415
call routing, 414–415
client, 425–426
Configuration Tool, 424–425
configuring, 416–426
CTIManager, 423–424
Extension Mobility, 378–389
hunt groups, 420–422
IP Phones, 87–92
IP telephony users, 102–114
locale settings, 113–114
pilot points, 419–420
route plans, 189–205
TCD (Telephony Call Dispatcher), 

423–424
traces, 719–725

CAR (Call Detail Record {CDR} Analysis 
and Reporting) tool, 740

administration rights, 743–744
dial plan parameters, 744–746
gateways, 746–747
initial configuration, 741–742
mail parameters, 743–744
system database, 752–756
system parameters, 742–743
system preferences, 747–748
user reports, 756–758

Cisco Call Back, 364
CMCs (Code Matter Codes), 392–394
conference bridge hardware, 315–316
CoS (class of service), Catalyst switches, 

155–156
Direct Transfer, 357

dual VLANs
CatOS, 153
NativeOS, 153–154

encryption, 597–599
CTL client, 600–602

FACs (Forced Authentication Codes), 
392– 394

Group Call Pickup, 361
hunt groups, call-distribution components, 

235–241
hunt lists, 243–245
hunt pilots, 245–247
Immediate Divert, 358–359
intercluster trunks, 176–179
IP Phones, 64–67, 368-372

device security mode, 607–608
for CallManager, 73–87
intracluster communication, 73–87

line groups, 242–243
locations-based call admission control, 

278–279
MCID (Malicious Call Identification), 

399– 403
MoH (music on hold), 327–334

audio source files, 330–331
audio source ID assignements, 334
audio translator, 327–328
fixed audio source, 332–333
servicewide settings, 331–332

MRGLs (Media Resource Group Lists), 
338–339

MRGs (Media Resource Groups), 337–338
MTPs (Media Termination Points), 318
multiple calls per line appearances, 355–357
Other Group Call Pickup, 361
partitions, 256–258
PoE (Power over Ethernet), Catalyst 

switches, 150
Privacy, 367–368
route filters, 212–214
shared-line support, IPMA (IP Manager 

Assistant), 440– 452
SIP (Session Initiation Protocol), 

CallManager, 181–183
SRST (Survivability Remote Site 

Telephony)
references, 300–301
routers, 298–299

time-of-day routing, 262–268

configuration
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time periods, 263–265
time schedules, 265–268

transcoders, 323–324
translation patterns, 226–227
VT (Video Telephony) Advantage, 647

CallManager, 653–657
IP phones, 657–661

configuration data, CallManager, clean 
installations, 36–38

configuration files, phone configuration files, 
authentication, 574-576

configuration profiles, RTMT (Real-Time 
Monitoring Tool), saving, 704–705

Configuration Tool (Attendant Manager), 
424–425

Connected Line ID Presentation field 
(CallManager), 397

Control Center, Serviceability tool 
(CallManager), 684–686

controlling center pane, RTMT (Real-Time 
Monitoring Tool), 703

coresident deployment, MoH (music on hold), 
325

CoS (class of service), 253-254
Catalyst switches, configuring, 155–156
CoS (class of service) marking, 146

counters (performance), 695–696
RTMT (Real-Time Monitoring Tool), 

696– 697
CRC (cyclic redundancy check) checksums, 

542
CRLs (certificate revocation lists), 557

PKI (Public Key Infrastructure), 562
cryptography, 535–537

asymmetric cryptography, PKI (Public Key 
Infrastructure), 552– 553

authentication, 537–538
digital signatures, 544–546
hash functions, 541–544

data authenticity, 535
data confidentiality, 535
data integrity, 535
data nonrepudiation, 535
encryption, 537–538

asymmetric encryption, 540–541
symmetric encryption, 538–540

PKI (Public Key Infrastructure), 551
as trusted third-party protocol, 

553– 556

asymmetric cryptography, 552–553
CA (Certificate Authority), 556–559
certificates, 557–559
CRL (certificate revocation lists), 557
enrollment, 559–561
entities, 556–559
key storage, 562–563
revocation methods, 561–562
Smart Cards, 563
smart tokens, 563
SSL, 563–564
symmetric cryptography, 551–552
TLS (Transport Layer Security), 

563– 564
web server certificate exchange, 

564– 567
services, 535
symmetric cryptography, PKI (Public Key 

Infrastructure), 551– 552
CSA (Cisco Security Agent), 468–472

headless agent, 469
managed agent, 469–470
protection rules, 471
supported applications, 470–471

CSV (Comma-Separated Values), 737
CSV files, creating, BAT (Bulk 

Administration Tool), 128– 131
CTI category, RTMT (Real-Time Monitoring 

Tool), 704
CTIManager, 42

activating, 423–424
CTL (Certificate Trust List) Providor, 

CallManager, 43
CTL (Certificate Trust List) client

authentication, 600–602
certificates, 580–583

CallManager certificates, 580
CAPF certificates, 580
MICs (manufacturing installed 

certificates), 581
TFTP server certificates, 580

encryption, 600–602
installing, 600–602

Customer Directory Plugin, CallManager, 10
cyclic redundancy check (CRC) checksums, 

542

cyclic redundancy check (CRC) checksums
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D
Daemen, Joan, 539
data authenticity, 535
data confidentiality, 535
data integrity, 535
data nonrepudiation, 535
data VLANs, Catalyst switches, 152–154
Database Layer Monitor, CallManager, 43
database replication, CallManager, 38
databases, 673

management tools, 673–674
DBLHelper, 674, 677–678
SQL Server 2000 Enterprise Manager, 

674–677
date/time group configuration, CallManager, 

80–81
DBHelper, 674, 677–678
DBLHelper, 689
DC Directory, CallManager, 10
DDIs (Discard Digit Instructions), 217–219
default device profiles, CallManager, 

Extension Mobility, 382–383
definition details, CallManager alarms, 

configuring, 717–719
deleting softkey templates, 355
denial of service (DoS) attacks. See DoS 

(denial of service) attacks
dependency records, 771

accessing, 772–774
enabling, 771–772

deployment tools, VT (Video Telephony) 
Advantage, 655–657

design models, IP telephony networks, 23
clustering over the IP WAN, 30–31
multisite deployment model, 25–27
multisite deployment model with distributed 

call processing, 27–30
single-site deployment model, 23–25

destination IP, 280
Device category, RTMT (Real-Time 

Monitoring Tool), 703
device control (CallManager), 8
Device Pool field (pilot point configuration), 

420
device pools

CallManager, configuring, 104–105
IP Phones

configuring, 75–87
designs, 92–95

device reports, CAR (Call Detail Record 
{CDR} Analysis and Reporting) tool, 740

Device Search wizard, RTMT (Real-Time 
Monitoring Tool), 707

device security mode, IP Phone, 607–609
devices

BAT (Bulk Administration Tool), 
119, 123– 124

softkeys, assigning to, 354
specifics, BAT (Bulk Administration Tool), 

124– 125
DHCP (Dynamic Host Configuration 

Protocol), 37
IP Phones, TFTP server addresses, 66

dial plan administration (CallManager), 8
dial plan parameters, CAR (Call Detail 

Record {CDR} Analysis and Reporting) 
tool, configuring, 744–746

Dialed Number Analyzer, 690
Dialed Number Analyzer (DNA). See DNA 

(Dialed Number Analyzer)
Dick Tracy tool (CallManager), 732
Differentiated Services Code Point (DSCP) 

settings, 653
digit analysis, CallManager, configuring, 200
digit collection, CallManager, configuring, 

201–203
digital gateways, 161–162
digital signatures, 544–546

RSA algorithm, 545–546
Direct Transfer, configuring, 357
directories, CallManager Attendant Console, 

412–413
directory display, IP Phone Services, 372
Directory Manager, passwords, changing, 775
Directory Number field (hunt group 

configuration), 422
Directory pane (Attendant Console), 430
directory services (CallManager), 8
Disable Speakerphone and headset setting (IP 

Phone), 526
disabling settings, CallManager 

Administration, 526– 530
Discard Digit Instructions (DDIs). See DDIs 

(Discard Digit Instructions)
Discovery Protocol, 650–651
displays

call forwarding, configuring, 349–351
IP Phone Services, 372

Daemen, Joan
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DNA (Dialed Number Analyzer), 776–779
installing, 777–778

DNs (directory numbers), partitions, 254–255
configuring, 256–258

DNS reliance, IP Phones, removing, 73–75
DNS servers, identifying, 37
DoS (denial of service) attacks, 573
DSCP (Differentiated Services Code Point) 

settings, 653
DSPs (digital signal processors), 310
DTMF (dual tone multifrequency), gateways, 

162
dual VLANs, configuring, 153–154
Dynamic Host Configuration Protocol 

(DHCP), 37
dynamic link libraries (DLLs), 461

E
Edit menu (Attendant Console), 427
Emergency Responder (ER), 461
enabling dependency records, CallManager, 

771–772
encryption, 535–538, 573, 588–589, 597

asymmetric encryption, 540–541
configuring, 597–599

CTL client, 600–602
IP Phone, enabling, 530
IP telephony threats, 573
secure call flow, 591
SRTP media encryption, 589–590

packet format, 590
symmetric encryption, 538–540
TLS AES encryption, 589

endpoints
AAR (Automated Alternate Routing), 

configuring, 285–288
H.323 endpoints, 625–628
IP phones, threats to, 523–530
SCCP endpoints, 625–627

enrollment, PKI (Public Key Infrastructure), 
559-561

IP telephony, 583–585
man-in-the-middle enrollment attacks, 

559-561
entry-level IP Phones, 54–56
ER (Emergency Responder), 461
Ethereal tool (CallManager), 732–733
EtherSwitch modules, PoE (Power over 

Ethernet), Catalyst switches, 149

event levels, CallManager, 714
Event Viewer, 689, 697–698
exploits

toll frauds, 503–504
ad hoc conferencing, 516–517
CFA (Call Forward All), 504–507
CMC (Client Matter Codes), 511
commonly exploited area codes, 

507– 509
external transfer restrictions, 511–516
FAC (Forced Authorization Codes), 

510–511
inside facilitators, 505
social engineering, 505
time-of-day routing, 509–510
transfers from voice mail, 505–507

Windows 2000 Server, 475–476
extended functions, CallManager, 43
extension mobility, CallManager, 43
Extension Mobility (CallManager), 377–378

configuring, 378–389
default device profiles, 382–383
service parameters, 381–382
user device profiles, 383–386

external call routing, CallManager, 187–188
external transfers, restricting, 511–516

F
FACs (Forced Authentication Codes), 389– 

390
configuring, 392–394
creating, 393–394
route patterns, enabling, 394–395
toll fraud, preventing, 510–511

failover process, SRST (Survivability Remote 
Site Telephony), 298

Fast Dial service, CallManager, 111–112
features, 347, 377

abbreviated dialing, 348
Auto Answer, 349
Barge, 365–366
Call Display Restrictions, 395–396

Calling Line ID Presentation, 
396– 397

Connected Line ID Presentation, 397
Ignore Presentation Indicators, 

397– 398
call forwarding, 349–351
Call Join, 358

features
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Call Park, 359–360
Call Pickup, 360–363
call waiting, 347
CallManager Extension Mobility, 377–378

configuring, 378–389
default device profiles, 382–383
service parameters, 381–382
user device profiles, 383–386

Cisco Call Back, 364
CMCs (Code Matter Codes), 389–392

configuring, 392–394
creating, 392
route patterns, 394–395

Direct Transfer, 357
FACs (Forced Authentication Codes), 

389– 390
configuring, 392–394
creating, 393–394
route patterns, 394–395

Group Call Pickup, 361
hold, 347
Immediate Divert, 358–359
IP Phone Services, 368–372
MCID (Malicious Call Identification), 399

configuring, 399–403
multiple calls per line appearances, 

configuring, 355–357
Other Group Call Pickup, 361
precedence, 403–404
preemption, 403–404
Privacy, 367–368
redial, 347
softkey templates, 351–352

adding, 352
assigning, 354
deleting, 355
modifying, 353–354

speed dialing, 348
transfers, 347

FECC (front-end camera control), video call 
flow, 622

File menu (Attendant Console), 427
file sharing, Windows 2000 Server, security, 

467
fixed audio sources, MoH (music on hold), 

configuring, 332–333
Forced Authentication Codes (FACs). See 

FACs (Forced Authentication Codes)
FQDN (fully qualified domain name), 37

frauds, toll frauds, 503–504
ad hoc conferencing, 516–517
CFA (Call Forward All), 504–507
CMC (Client Matter Codes), 511
commonly exploited area codes, 507–509
external transfer restrictions, 511–516
FAC (Forced Authorization Codes), 

510–511
inside facilitators, 505
social engineering, 505
time-of-day routing, 509–510
transfers from voice mail, 505–507

front-end camera control (FECC), video call 
flow, 622

fully qualified domain name (FQDN), 37
functional groups, MLA (Multilevel 

Administration), 489–490
creating, 492–499

functions, CallManager, 8

G
gatekeeper-based call admission control, 

288– 296
gatekeeper-controlled intercluster trunks, 640
gatekeepers

call admission control, options, 641–643
H.323 gatekeepers, communication, 

289–296
Gateway Statistics Utility (GSU), 764
gateways, 161

analog gateways, 161–162
calling search spaces, 256
CallManager

call survivability, 163
redundancy support, 162

CAR (Call Detail Record {CDR} Analysis 
and Reporting) tool, configuring, 
746–747

communications, 163–164
configuring, 164–174
controlling, SIP, 164
core requirements, 162–163
digital gateways, 161–162
DTMF (dual tone multifrequency) relay 

capabilities, 162
H.323 gateways, 163

configuring, 165–169

features
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MGCP gateways, 163
configuring, 169–172

Non-IOS MGCP gateways, configuring, 
172–174

SCCP gateways, 164
supplementary services support, 162

generating CAPF reports, 609–611
Generic Route Encapsulation (GRE), 525
graph view (Performance Monitor), 700–701
graphical display (IP Phone Services), 372
Gratuitous ARP setting (IP Phone), 526

disabling, 528–529
GRE (Generic Route Encapsulation), 525
Group Call Pickup, configuring, 361
group configuration, CallManager, 79–81
groups, MLA (Multilevel Administration)

functional groups, 489–499
user groups, 490–499

GSU (Gateway Statistics Utility), 764

H
H.225 gatekeeper controlled trunks, 175
H.225 gatekeeper-controlled intercluster 

trunks, 640
H.261 video codec, 624
H.263 video codec, 623–624
H.264 video codec, 624
H.320 gateways, IP video telephony, 619
H.323 endpoints, IP video telephony, 625–628
H.323 gatekeepers

communication, 289–296
IP video telephony, 620

H.323 gateways, 163
configuring, 165–169

hardening
IP phones, 523

disabling settings, 526–530
endpoint threats, 523–530
rogue image blocking, 525–526

Windows 2000 Server Operating System, 
463–467

file sharing, 467
IP Telephony Operating System 

scripts, 464–466
hardware, conference bridges, 311–315

configuring, 315–316

hardware requirements, VT (Video 
Telephony) Advantage, 661– 662

hash functions, 541–544
headless agent, CSA (Cisco Security Agent), 

469
Help menu (Attendant Console), 427
Help menu, Serviceability tool 

(CallManager), 684
HIPS (host-based intrusion prevention 

system), 468
histogram view (Performance Monitor), 

700– 701
hold feature, 347
host-based intrusion prevention system 

(HIPS), 468
hot fix policy, Windows 2000 Server 

Operating System, 461–462
HTTPS (Secure HTTP)

CallManager, 483
securing, 483–487

certificates, 484–485
self-signed certificates, 485–487

Hunt Configuration menu, 241
hunt groups, 235, 411

call-distribution components, 235–236
hunting and forwarding, 240–241
line groups, 236–243

CallManager Attendant Console, 413–414
configuring, 420–422

Hunt List Configuration window, 244
hunt lists, 241–242

configuring, 243–245
hunt options, line groups, 238–240
Hunt Pilot Configuration window, 246
hunt pilots, 241–242

configuring, 245–247
hunting and forwarding, 240–241

I
identity spoofing, 573
Ignore Presentation Indicators 

(CallManager), 397–398
image authentication, IP Phone, 525–526
image display (IP Phone Services), 372
images, rogue images, blocking, 525–526
Immediate Divert, configuring, 358–359
impersonation attacks, 573

impersonation attacks



848

inbound telephone calls, routing, methods, 
409

incoming telephone calls, CallManager 
Attendant Console

queuing, 415
routing, 414– 415

independent and separated PKI topology, 579
informational tones, 309
infrastructure layer (Unified 

Communications), 7
initial configuration, CAR (Call Detail Record 

{CDR} Analysis and Reporting) tool, 741–
742

inline power, Catalyst switches, 145
input display (IP Phone Services), 372
inserting, IP Phones, BAT (Bulk 

Administration Tool), 132– 134
inside facilitators, toll fraud, 505
installation

Assistant Console, IPMA (IP Manager 
Assistant), 450– 452

Attendant Console client, 425–426
BAT (Bulk Administration Tool), 121–123
CallManager, clean installation process, 

35– 45
CTL client, 600–602
DNA (Dial Number Analyzer), 777–778
subscription servers, 38
VT (Video Telephony) Advantage, 

663– 665
clients, 661–667

installation configuration data, CallManager, 
clean installations, 36–38

installation disks, CallManager, clean 
installations, 35–36

integration, SIP (Session Initiation Protocol), 
CallManager, 181–183

integrity, authentication, 585–588
Interactive Voice Response (IVR), 8
intercluster gatekeeper-controlled trunks, 175
intercluster nongatekeeper-controlled trunks, 

175
intercluster trunks

calling search spaces, 256
CallManager, 640
configuring, 176–179

interdigit timeouts, CallManager, 202–203
interfaces

Attendant Console, 427

Serviceability tool (CallManager), 679
International Telecommunication Union 

Telecommunication (ITU-T), audio codec 
standards, 67

intracluster communication, IP Phones, 
configuring for, 73–87

intracluster run-time data, CallManager 
server, 18–19

intrgrity, loss of, 573
IOS gatekeepers, commands, 293
IP Communicator, 60
IP Conference Station 7936, 60
IP Manager Assistant, CallManager, 43
IP Manager Assistant (IPMA). See IPMA 

(IP Manager Assistant)
IP Phone 7902G, 54–55
IP Phone 7905G, 55
IP Phone 7910G+SW, 55
IP Phone 7911G, 55
IP Phone 7912G, 55
IP Phone 7914 Expansion Module, 60
IP Phone 7940G, 59
IP Phone 7941G, 57, 59
IP Phone 7941G-GE, 57
IP Phone 7960G, 59
IP Phone 7961G, 57, 59
IP Phone 7961G-GE, 57
IP Phone 7970G, 58
IP Phone 7971G-GE, 58
IP Phone 7980G, 58
IP Phone 79XXG-GE, 57
IP Phone Help Desk Utility (IPHDU), 764
IP Phone Information Utility (IPIU), 764
IP Phones, 53

authentication, enabling, 530
BAT (Bulk Administration Tool), 123–135

inserting, 132–134
TAPS (Tool for Auto-Registered 

Phones Support), 136–138
updating, 134–135
validating, 131–132

CallManager
automatic registration, 90–92
configuration for, 87–92
configuring for, 73–87
device pool design, 92–95
group configuration, 79–81
interaction, 8–9

inbound telephone calls
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manual directory number 
configuration, 87–90

region configuration, 82
registering with, 67
services, 110–111
softkey template configuration, 83–84

Catalyst Switches, obtaining power 
from, 65

codec support, 67
configuration, 368-372

intracluster communication, 73–87
device pools, configuring, 75–87
device security mode

configuring, 607–608
negotiating, 608–609

displays, 372
DNS reliance, removing, 73–75
encryption, enabling, 530
endpoints, threats to, 523–530
entry-level IP Phones, 54–56
features, 61, 64
G.711 coder-decoder (codec), 24
Gratuitous ARP setting, disabling, 528–529
hardening, 523
image authentication, 525–526
IP addresses, obtaining, 66
IP video telephony, 620
maximum cluster size, 18
midrange IP Phones, 56–59
PC Port setting, disabling, 526–527
PC Voice VLAN Access setting, disabling, 

529–530
rogue images, blocking, 525–526
RTP (Real-Time Transport Protocol), IP 

Phones, 8
settings, disabling, 526–530
Settings Access setting, disabling, 526–527
SIP (Session Initiation Protocol), 8
startup process, 64–67
stored phone images, loading, 65
template buttons, 84–86
TFTP servers

addresses, obtaining, 66
contacting, 66

upper-end IP Phones, 56–59
VLAN, configuring, 65
VT (Video Telephony) Advantage, 

configuring for, 657–661
Web Access setting, disabling, 527–528

IP telephony, 5
IP telephony endpoints, 59–61, 64
IP Telephony Monitor (ITM), 763
IP telephony networks, design models, 23

clustering over the IP WAN, 30–31
multisite CallManager deployment model, 

25–27
multisite CallManager deployment model 

with distributed call processing, 27–30
single-site CallManager deployment model, 

23–25
IP Telephony Operating System scripts, 

Windows 2000 Server, hardening, 464–466
IP telephony systems, threats to, 573

protecting against, 574–576
IP telephony users, CallManager

adding, 102–104
call forwarding, 107–108
configuration, 102–114
device pool configuration, 104–105
Fast Dial service, 111–112
IP Phone services, 110–111
locale settings, 113–114
logon options, 105–106
Message Waiting Lamp page, 112–113
Personal Address Book service, 111– 112
speed dialing, 108–110
user database, 101–102
User Options welcome screen, 106– 107

IP video telephony, 619
7985 IP Phone, 620
bandwidth

calculating, 630–631
call admission control, 631–632
management, 628–632
requirements, 629–630

call admission control, 637–638
clusters, 632–643
location configuration, 635–637
region configuration, 634–635
Retry Video Call as Audio setting, 

638–640
CallManager, 619
components, 619–621
H.320 gateways, 619
H.323 endpoints, 625–628
H.323 gatekeepers, 620
MCUs (Multipoint Control Units), 619
protocols, 624–628

IP video telephony
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SCCP endpoints, 620, 625–627
video calls, 621

call flow, 622–623
CallManager, 621–622
codec support, 623–624

VT (Video Telephony) Advantage, 620, 647
call-routing, 654
calls, 651–652
client installation, 661–667
components, 647–648
configuring, 653–654
configuring IP phones for, 657–661
deployment tools, 655–657
hardware requirements, 661–662
installing, 663–665
protocols, 649–650
software requirements, 661–662
supported standards, 648–649
video modes, 652–653

IP Voice Media Streaming application, 312
CallManager, 42

IP Voice Streaming application, 
activating, 310

IP WANs, CallManager clustering, 30–31
IP/VC 3500 H.320 gateways, 619
IP/VC 3500 Series MCUs (Multipoint Control 

Units), 619
IP/VC-3500 Series Video Multipoint 

Conference Unit, 313
IPHDU (IP Phone Help Desk Utility), 764
IPIU (IP Phone Information Utility), 764
IPMA (IP Manager Assistant), 437

activating, 441
architecture, 439–440
assistants, configuring, 444–448
Assitant Console, intalling, 450–452
call divert targets, configuring, 449–450
managers, configuring, 444–448
proxy-line support, 438
restarting, 444
service parameters, configuring, 442–443
shared-line support, 438–439

configuring for, 440–452
IPMASysUser account, password, 

changing, 775
IPsec, 525
ITM (IP Telephony Monitor), 763

ITU-T (International Telecommunication 
Union Telecommunication), audio codec 
standards, 67

IVR (Interactive Voice Response), 8

J-K
Java applications, CallManager alarms, 

configuring, 716–717
JTAPI (Java Telephony Application 

Programming Interface), 716

key exchange, PKI (Public Key 
Infrastructure), 551

as trusted third-party protocol, 553– 556
asymmetric cryptography, 552–553
CA (Certificate Authority), 556–559
certificates, 557–559
CRL (certificate revocation lists), 557
enrollment, 559–561
entities, 556–559
key storage, 562–563
revocation methods, 561–562
Smart Cards, 563
smart tokens, 563
SSL, 563–564
symmetric cryptography, 551–552
TLS (Transport Layer Security), 563– 564
web server certificate exchange, 564– 567

keys, storage
IP telephony, 585
PKI (Public Key Infrastructure), 562– 563

L
L2TP (Layer 2 Protocol Tunneling), 525
Layer 2 Protocol Tunneling (L2TP), 525
Layers, Unified Communications, 7
LDAP (Lightweight Directory Access 

Protocol) directory, CallManager, 101–102
Line Group Configuration window, 242
line groups, 236–237, 241–242

call-distribution algorithms, 237–238
configuring, 242–243
hunt options, 238–240

Line Number field (hunt group 
configuration), 422

LMHOST files, creating, 37

IP video telephony
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loading stored phone images, IP Phones, 65
local name resolution, 37
locale settings, CallManager, 113–114
locally significant certificates (LSCs). See 

LSCs (locally significant certificates)
location configuration, call admission control, 

635–637
Location field (pilot point configuration), 420
locations-based call admission control, 

276– 288
AAR (Automated Alternate Routing), 

280– 288
configuring, 278–279

logon options, users, CallManager, 105–106
logs, QRT (Quality Report Tool), viewing, 

782–785
longest idle time call-distribution 

algorithm, 238
loss of intgrity threats, 573
loss of privacy threats, 573
LSCs (locally significant certificates), 577-579, 

602–607

M
mail parameters, CAR (Call Detail Record 

{CDR} Analysis and Reporting) tool, 
configuring, 743–744

Malicious Call Identification (MCID). See 
MCID (Malicious Call Identification)

managed agent, CSA (Cisco Security Agent), 
469–470

management tools
CallManager, 688–690
databases, 673–674

DBLHelper, 674, 677–678
SQL Server 2000 Enterprise Manager, 

674–677
Manager Assistant, 437

activating, 441
architecture, 439–440
Assistant Console, installing, 450–452
assistants, configuring, 444–448
call divert targets, configuring, 449–450
managers, configuring, 444–448
proxy-line supprt, 438
restarting, 444
service parameters, configuring, 442–443

shared-line support, configuring for, 
440–452

shared-line supprt, 438–439
managers, IPMA (IP Manager Assistant), 

configuring, 444–448
man-in-the-middle enrollment attacks, PKI 

(Public Key Infrastructure), 560
manual directory number configuration, IP 

Phones, 87–90
MCID (Malicious Call Identification), 399

configuring, 399–403
MCSs (Media Convergence Servers), 

CallManager, 11
MCUs (Multipoint Control Units), 653

IP video telephony, 619
Media Convergence Servers (MCSs). 

See MCSs (Media Convergence Servers)
Media Gateway Control Protocol (MGCP) 

gateways, 25
Media Resource Group Lists (MRGLs), 653
Media Resource Managers (MRMs). See 

MRMs (Media Resource Managers)
media resources, 309–310

annunciators, 319–320
configuring, 320–321

conference bridges, 310–311
ad hoc conferencing, 311
Cisco IP Voice Media Streaming 

application, 312
hardware, 311–313, 315
hardware configuration, 315–316
IP/VC-3500 Series Video Multipoint 

Conference Unit, 313
Meet-Me conferencing, 311
NM-HD network modules, 313
NM-HD-2VE network modules, 313
NM-HDV network modules, 313
NM-HDV2 network modules, 313
WS-SVC-CMM conference bridge 

type, 312
WS-X6608-E1 conference bridge 

type, 312
WS-X6608-T1 conference bridge 

type, 312
conferencing, 309
informational tones, 309
MoH (music on hold), 309, 324–325

audio source file creation, 326–327
configuring, 327–334

media resources
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MRM (Media Resource Manager), 335
media resource design, 335–336
MRGLs (Media Resource Group 

Lists), 338–341
MRGs (Media Resource Groups), 

336–338
MTPs (Media Termination Points), 

316– 317
configuring, 318

spoken word progress tones), 309
transcoders, 321–323

configuring, 323–324
Media Termination Points, 309
Media Termination Points (MTPs), 316–318
media transfers, secure media transfers, 

CallManager, 574–575
Meet-Me conferencing, 311
menu (IP Phone Services), 372
menu bar, RTMT (Real-Time Monitoring 

Tool), 703
menus

Attendant Console, 427
Serviceability tool (CallManager), 678

Message Waiting Lamp page, CallManager, 
112–113

messaging interface, CallManager, 42
MGCP (Media Gateway Control Protocol) 

gateways, 25, 163
configuring, 169–172

Microsoft Event Viewer. See Event Viewer
Microsoft Performance Monitor

graph view, 700–701
histogram view, 700–701
report view, 699–700
Windows Task Manager, 702

Microsoft Performance Monitor. See 
Performance Monitor

Microsoft SQL Server 2000 Enterprise 
Manager, 674–677, 689

Microsoft Windows Task Manager, 
Perfomance Monitor, 702

MICs (manufacturing installed certificates)
CTL client, 581
PKI topologies, 577–578

midrange IP Phones, 56–59
midspan power injection, Catalyst switches, 

146
MLA (Multilevel Administration), 

CallManager, 487–488

access privileges, 491–493
enabling, 488–489
functional groups, 489–499
user groups, 490–499

modular switching, PoE (Power over 
Ethernet), Catalyst switches, 148

MoH (music on hold), 309, 324–325
audio source files, creating, 326–327
configuring, 327–334

audio source files, 330–331
audio source ID assignments, 334
audio translator, 327–328
fixed audio source, 332–333
servicewide settings, 331–332

coresident deployment, 325
standalone deployment, 325

MoH Audio Translator, CallManager, 42
activating, 310

monitoring performance, 695
Event Viewer, 697–698
Performance Monitor, 699

graph view, 700–701
histogram view, 700–701
report view, 699–700
Windows Task Manager, 702

RTMT (Real-Time Monitoring Tool), 
702– 706

Alert Central, 707–708
call activity monitoring, 706–707
configuration profiles, 704–705
Device Search wizard, 707
performance counters, 695-697

MRGLs (Media Resource Group Lists), 653
assigning, 339
configuring, 338–339
location design, 340–341
type design, 340

MRGs (Media Resource Groups), 336–337
configuring, 337–338

MRMs (Media Resource Managers), 309, 335
annunciators, 319–320

configuring, 320–321
conference bridges, 310–311

ad hoc conferencing, 311
Cisco IP Voice Media Streaming 

application, 312
hardware, 311–313, 315
hardware configuration, 315–316

media resources



 853

IP/VC-3500 Series Video Multipoint 
Conference Unit, 313

Meet-Me conferencing, 311
NM-HD network modules, 313
NM-HD-2VE network modules, 313
NM-HDV network modules, 313
NM-HDV2 network modules, 313
WS-SVC-CMM conference bridge 

type, 312
WS-X6608-E1 conference bridge 

type, 312
WS-X6608-T1 conference bridge 

type, 312
media resource design, 335–336
MoH (music on hold), 324–325

audio source file creation, 326–327
configuring, 327–334

MRGLs (Media Resource Group Lists)
assigning, 339
configuring, 338–339
location design, 340–341
type design, 340

MRGs (Media Resource Groups), 336–337
configuring, 337–338

MTPs (Media Termination Points), 
316– 317

configuring, 318
transcoders, 321–323

configuring, 323–324
MTPs (Media Termination Points), 316–318
Multilevel Administration (MLA). See MLA 

(Multilevel Administration)
multiple call per line appearances, 

configuring, 355–357
multiple-site IP telephony deployments

implementing, 275
CAC (call admission control), 

275– 288
SRST (Survivability Remote Site 

Telephony), 296–298
failover process, 298
reference configuration, 300–301
router configuration, 298–299

multipoint control units (MCUs), 653
multisite CallBack design, 25–27
multisite CallBack design with distributed 

call processing, 27–30
music on hold (MoH). See MoH

(music on hold)

N
NANP (North American Numbering Plan), 

route definitions, 209
NAT (Network Address Translation), 608
NativeOS, dual VLANs, configuring, 153–154
negotiation, IP Phone, device security mode, 

608–609
Network Address Translation (NAT), 608
NM-HD network modules, 313
NM-HD-2VE network modules, 313
NM-HDV network modules, 313
NM-HDV2 network modules, 313
nongatekeeper-controlled intercluster 

trunks, 640
Non-IOS MGCP gateways, configuring, 

172–174
North American Numbering Plan (NANP), 

route definitions, 209
Notification Tool, 462
NXX, 210

O
OCSP (Online Certificate Status Protocol), 

PKI (Public Key Infrastructure), 562
OffNet calls, defining, 512–514
OnNet calls, defining, 512–514
operating systems

Red Hat Linux, 459
upgrading, 461
Windows 2000 Server Operating System

administrator password policies, 
472– 475

antivirus protection, 467–468
common exploits, 475–476
CSA (Cisco Security Agent), 468–472
hardening, 463–467
hot fix policy, 461–462
security, 459
security patches, 461–462
security settings, 476–478
threats to, 459–461

Other Group Call Pickup, configuring, 361

Other Group Call Pickup
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P
packets, SRTP packets, 590
parameters, video codecs, 624
Parked Calls pane (Attendant Console), 

430– 431
Partition field (hunt group configuration), 422
Partition field (pilot point configuration), 420
partitions, 253

DNs (directory numbers), 254–255
configuring, 256–258

Password Changer tool, 774–776
Password Changer tool (CallManager), 690
password policies, administrators, Windows 

2000 Server, 472–475
password protection, CallManager, 38
PAT (Port Address Translation), 608
patches, Windows 2000 Server Operating 

System, security patches, 461–462
PBX systems, reliability, 17
PC Port setting (IP Phone), disabling, 

526–527
PC Voice VLAN Access setting

(IP Phone), 526
disabling, 529–530

PDF (Portable Document Format), 737
Performance category, RTMT (Real-Time 

Monitoring Tool), 704
performance counters, 695–696

RTMT (Real-Time Monitoring Tool), 
696– 697

Performance Monitor, 689, 699
graph view, 700–701
histogram view, 700–701
report view, 699–700
Windows Task Manager, 702

performance monitoring, 695
Event Viewer, 697–698
performance counters, 695–696

RTMT (Real-Time Monitoring Tool), 
696–697

Performance Monitor, 699
graph view, 700–701
histogram view, 700–701
report view, 699–700
Windows Task Manager, 702

RTMT (Real-Time Monitoring Tool), 
702– 706

Alert Central, 707–708

call activity monitoring, 706–707
configuration profiles, 704–705
Device Search wizard, 707

periods, time-of-day routing, 260–261
configuring, 263–265

permissions (calling)
calling search spaces, 254–255

configuring, 258–259
gateways, 256
intercluster trunks, 256

CoS (Class of Service), 253–254
enforcement of, 253
partitions, 254–255

configuring, 256–258
time-of-day routing, 260

configuring, 262–268
time periods, 260–261, 263–265
time schedules, 261, 265–268
usage scenario, 268–270
user effects, 262

Personal Address Book service, CallManager, 
111–112

Personal Assistant, 8
phone certificates, issuing

authentication strings, 605–607
CAPF, 607

phone configuration files, authentication, 
CallManager, 574, 576

phone feature administration 
(CallManager), 8

phone images, authentication, CallManager, 
574–576

phone loads, verifying, 657–658
phones. See IP Phones
phone-to-server authentication, 587–588
Pilot Name field (pilot point 

configuration), 420
Pilot Number field (pilot point 

configuration), 420
pilot points, 411

CallManager Attendant Console, 413–414
configuring, 419–420

PKI (Public Key Infrastructure), 551
as trusted third-party protocol, 553–556
asymmetric cryptography, 552–553
CA (Certificate Authority), 556–559
certificates, 544, 557

self-signed certificates, 558–559
X.509v3 certificates, 557–558

packets



 855

CRLs (certificate revocation lists), 557, 562
enrollment, 559–561

man-in-the-middle enrollment 
attacks, 560

entities, 556–559
IP telephony, enrollment, 583–585
key storage, 562–563
OCSP (Online Certificate Status 

Protocol), 562
revocation methods, 561–562
Smart Cards, 563
smart tokens, 563
SSL, 563–564
symmetric cryptography, 551–552
TLS (Transport Layer Security), 563–564
web server certificate exchange, 564–567

PKI topologies, IP telephony, 576
CAPF (CallManager Certificate Authority 

Proxy Funtion), 577
CTL clint, 580–583
LSCs (locally significant certificates), 

577–579
MICs (manufacturing installed certificates), 

577–578
multiple PKI topologies, 579
self-signed certificates, 576–577

PoE (Power over Ethernet), Catalyst switches, 
146–148

Catalyst EtherSwitch modules, 149
Catalyst modular switching, 148
Catalyst stackable switching, 149
configuring, 150
device detection, 147–148
verifying, 151

Port Address Translation (PAT), 608
Portable Document Format (PDF), 737
positioning softkeys, modifying, 353–354
postinstallation procedures, CallManager, 

clean installations, 40–41
powering IP Phones, Catalyst switches, 

146–151
precedence (CallManager), 403–404
preemption (CallManager), 403–404
preferred public switched telephone network 

(PSTN), 209
Privacy, configuring, 367–368
privacy, loss of, 573
privileges, access privieleges MLA (Multilevel 

Administration), 491–493

privileges (calling)
calling search spaces, 254–255

configuring, 258–259
gateways, 256
intercluster trunks, 256

CoS (Class of Service), 253–254
enforcement of, 253
partitions, 254–255

configuring, 256–258
time-of-day routing, 260

configuring, 262–268
time periods, 260–261, 263–265
time schedules, 261, 265–268
usage scenario, 268–270
user effects, 262

Product Security Incident Response Team 
(PSIRT) Advisory Notification Tool, 462

programming interface to external 
applications (CallManager), 8

protection rules, CSA (Cisco Security 
Agent), 471

protocols
video protocols, 624–628
VT (Video Telephony) Advantage, 

protocols, support, 649–650
proxy servers, SIP (Session Initiation 

Protocol), 179
proxy-line support, IPMA (IP Manager 

Assistant), 438
PSTN (preferred public switched telephone 

network), 209
PSTN (public switched telephone 

network), 275
PTSN (public switched telephone 

network), 161
public key cryptography, PKI (Public Key 

Infrastructure), 552–553
Public Key Infrastructure (PKI). See PKI 

(Public Key Infrastructure)
public keys (PKI)

exchanging, 553– 567
storage, 562– 563

public switched telephone network (PSTN), 
161, 275

public-key encryption, 540–541

public-key encryption
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Q
Q.931 Translator (CallManager), 732
QRT (Qulaity Report Tool), 780–784

logs, viewing, 782–785
softkey, activating, 781–782

QRT Viewer, 690
queuing incoming telephone calls, 

CallManager Attendant Console, 415

R
Real-Time Monitoring Tool (RTMT). See 

RTMT (Real-Time Monitoring Tool)
Real-Time Transport Protocol (RTP). See 

RTP (Real-Time Transport Protocol)
records, BAT (Bulk Administration Tool), 119
Red Hat Linux, 459
redial feature, 347
redirect servers, SIP (Session Initiation 

Protocol), 180
redundancy, CallManager, gateways, 162
redundancy designs, CallManager server, 

19–22
references, SRST (Survivability Remote Site 

Telephony), configuring, 300–301
region configuration, CallManager, 82

call admission control, 634–635
registrar servers, SIP (Session Initiation 

Protocol), 180
registrations, IP Phones, automatic 

registrations, 90–92
reimaging, CallManager, 46
remote management tools

ITEM (IP Telephony Environment 
Monitor), 763–764

SNMP (Simple Network Management 
Protocol), 764–768

Syslog, 769–771
report scheduling, CAR (Call Detail Record 

{CDR} Analysis and Reporting) tool, 
748–752

report view (Performance Monitor), 699–700
reports

CAPF reports, generating, 609–611
route plans, generating, 229

restarting IPMA (IP Manager Assistant), 444

restrictions (calling)
calling search spaces, 254–255

configuring, 258–259
gateways, 256
intercluster trunks, 256

CoS (Class of Service), 253–254
enforcement of, 253
external call transfers, 511-516
partitions, 254–255

configuring, 256–258
time-of-day routing, 260

configuring, 262–268
time periods, 260–261, 263–265
time schedules, 261, 265–268
usage scenario, 268–270
user effects, 262

Retry Video Call as Audio setting, call 
admission control, 638–640

revocation methods, PKI (Public Key 
Infrastructure), 561–562

Rijmen, Vincent, 539
Rijndael cipher, 539
Ring No Answer Reversion (RNAR), 236
ringback tones, 319
RIS (Real-Time Information Server) Data 

Collector, CallManager, 42
Rivest, Ronald L., 541
RNAR (Ring No Answer Reversion), 236
rogue images

blocking, 525–526
IP phones, blocking, 525–526

route filters, route patterns, 209–210
applying, 214–215
configuring, 212–214
example, 215–217
route filter tags, 211–212

route groups, CallManager, configuring, 
189–192

route lists, CallManager, configuring, 192–194
route patterns

CallManager, configuring, 194–199
CMCs (Code Matter Codes), enabling, 

394–395
FACs (Forced Authentication Codes), 

enabling, 394–395
route plans, CallManager, 187, 204–205, 209

configuration, 189–205
DDIs (Discard Digit Instructions), 217–219
digit analysis, 200

Q.931 Translator (CallManager)
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digit collection, 201–203
reports, 229
route filters, 209–217
route groups, 189–192
route lists, 192–194
route patterns, 194–199
transformation masks, 219–225
translation patterns, 226–228

routers, SRST (Survivability Remote Site 
Telephony), configuring, 298–299

routing inbound telephone calls
methods, 409
CallManager Attendant Console, 414– 415
time-of-day routing, 509–510

RSA algorithm, 541
digital signatures, 545–546

RTMT (Real-Time Monitoring Tool), 690, 
696– 697, 702–706

Alert Central, 707–708
call activity, monitoring, 706–707
configuration profiles, saving, 704–705
Device Search wizard, 707

RTP (Real-Time Transport Protocol), 8, 650

S
SCCP (Skinny Client Control Protocol), 650

CallManager, 8–9
endpoints, IP video telephony, 

620, 625–627
gateways, 164

schedules, time-of-day routing, 261
applying, 266–268
configuring, 265–266

SDK (Software Development Kit), 
CallManager, 7

Secure HTTP (HTTPS). See HTTPS (Secure 
HTTPS)

secure media transfers, CallManager, 
574–575

secure signaling, CallManager, 574–575
security

authentication
certificate storage, 585
configuring, 597–599
CTL client, 600–602
digital signatures, 544–546
hash functions, 541–544

integrity, 585–588
key storage, 585
phone-to-server authentication, 

587– 588
server-to-phone authentication, 

586– 587
CallManager, HTTPS (Secure HTTP), 

483–487
cryptography, 535–537

authentication, 537–538
data authenticity, 535
data confidentiality, 535
data integrity, 535
data nonrepudiation, 535
encryption, 537–538
services, 535

encryption, 588–589
asymmetric encryption, 540–541
call flow, 591
configuring, 597–599
CTL client, 600–602
SRTP media encryption, 589–590
symmetric encryption, 538–540
TLS AES encryption, 589

IP telephony threats, protecting against, 
574–576

PKI (Public Key Infrastructure), 551, 576
as trusted third-party protocol, 

553– 556
asymmetric cryptography, 552–553
CA (Certificate Authority), 556–559
CAPF (CallManager Certificate 

Authority Proxy Funtion), 577
certificates, 557–559
CRL (certificate revocation lists), 557
CTL client, 580–583
enrollment, 559–561, 583-585
entities, 556–559
key storage, 562–563
LSCs (locally significant certificates), 

577–579
MICs (manufacturing installed 

certificates), 577–578
multiple PKI topologies, 579
revocation methods, 561–562
self-signed certificates, 576–577
Smart Cards, 563
smart tokens, 563
SSL, 563–564

security
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symmetric cryptography, 551–552
TLS (Transport Layer Security), 

563– 564
web server certificate exchange, 

564– 567
Windows 2000 Server Operating 

System, 459
administrator password policies, 

472– 475
antivirus protection, 467–468
common exploits, 475–476
CSA (Cisco Security Agent), 468–472
hardening, 463–467
hot fix policy, 461–462
patches, 461-462
security patches, 461–462
security settings, 476–478
threats to, 459–461

security settings, Windows 2000 Server, 
476–478

self-signed certificates
CallManager, accessing through, 485–487
PKI (Public Key Infrastructure), 558–559, 

576–577
Server category, RTMT (Real-Time 

Monitoring Tool), 703
servers

CallManager, 11
call-processing deployment models, 

23–31
clusters, 17–22
configuring, 416–426

subscription servers, installing, 38
server-to-phone authentication, 586–587
Service Activation tool, Serviceability tool 

(CallManager), 686
Service category, RTMT (Real-Time 

Monitoring Tool), 704
service parameters, CallManager, Extension 

Mobility, 381–382
Serviceability Alarm menu (CallManager), 

713–714
Serviceability Reporter, CallManager, 43
Serviceability tool (CallManager), 

678, 687– 688
Alarm service, 679–680
Application menu, 683
Control Center, 684–686
Help menu, 684

interface, 679
menus, 678
Service Activation tool, 686
Services MMC, 687
Tools service, 681–682
Trace service, 680–681

services
CallManager, activating, 41–45
IP Phones, 110–111

Services MMC, Serviceability tool 
(CallManager), 687-689

servicewide settings, MoH (music on hold), 
configuring, 331–332

Session Initiation Protocol (SIP). See SIP 
(Session Initiation Protocol)

settings, CallManager Administration, 
disabling, 526–530

Settings Access setting (IP Phone), 526–527
SHA-1 keys, exchanges, 588
Shamir, Adi, 541
shared-line support, IPMA (IP Manager 

Assistant), 438–439
activating, 441
assistant configuration, 444–448
Assistant Console installation, 450– 452
call-divert target configuration, 449– 450
configuring for, 440–452
manager configuration, 444–448
restarting, 444
service parameters, 442–443

signaling, CallManager, 8-9
secure signaling, 574–575

signatures, digital signatures, 544–546
Simple Network Management Protocol 

(SNMP), 764-768
single-site CallBack design, 23–25
SIP (Session Inititation Protocol), 179

CallManager, 179
components, 179–181
configuration, 181–183
integration, 181–183
proxy servers, 179
redirect servers, 180
registrar servers, 180
user agents, 180

gateways, controlling, 164
IP Phones, 8
trunks, 176, 640

security
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Skinny Client Control Protocol (SCCP). 
See SCCP (Skinny Client Control Protocol)

Smart Cards, PKI (Public Key 
Infrastructure), 563

smart tokens, PKI (Public Key 
Infrastructure), 563

SNMP (Simple Network Management 
Protocol), 764–768

social engineering toll fraud, 505
softkey template configuration, CallManager, 

83–84
softkeys

QRT (Quality Report Tool), activating, 
781–782

Standard IPMA Shared Mode Manager 
template, 438

templates, 351–352
adding, 352
assigning, 354
deleting, 355
modifying, 353–354

software requirements, VT (Video Telephony) 
Advantage, 661– 662

source IP, 280
SPAN (Switched Port Analyzer), 525
speed dialing, 108-110, 348, 429-430
Speed Dials pane (Attendant Console), 

429–430
spoken work progress tones, 309
SQL (Structured Query Language) 

databases, 673
clusters, 17-18
management tools, 673–674

DBLHelper, 674, 677–678
SQL Server 2000 Enterprise Manager, 

674–677
SQL (Structured Query Language) Server 

2000, 10
SQL Server 2000 Enterprise Manager, 

674– 677, 689
SRST (Survivability Remote Site Telephony), 

275, 296–298
commands, 299
configuring, 300–301
failover process, 298
references, configuring, 300–301
routers, configuring, 298–299

SRTP media encryption, 589–590

SSL (Secure Socket Layer), PKI 
(Public Key Infrastructure), 563–564

stackable switching, PoE (Power over 
Ethernet), Catalyst switches, 149

standalone deployment, MoH (music on 
hold), 325

Standard IPMA Shared Mode Manager 
softkey template, 438

startup process, IP Phones, 64–67
static IP information, CallManager, 37
stopping CallManager server manually, 19
storage

certificates, 585
keys, PKI (Public Key Infrastructure), 

562– 563, 585
stored phone images, IP Phones, loading, 65
subscriber servers, installing, 38
Summary category, RTMT (Real-Time 

Monitoring Tool), 703
Survivability Remote Site Telephony (SRST). 

See SRST (Survivability Remote Site 
Telephony)

Switched Port Analyzer (SPAN), 525
switches, Catalyst switches, 145

Auxiliary VLAN support, 145
CoS (class of service), 155–156
CoS marking, 146
data VLANs, 152–154
dual VLANs, 153–154
inline power, 145
IP Phones, 146–151
IP telephony, 145–146
midspan power injection, 146
PoE (Power over Ethernet), 146–151
voice VLANs, 152–154
wall power, 146

symmetric cryptography, PKI (Public Key 
Infrastructure), 551–552

symmetric encryption, 538–540
Syslog, 769–771
system database, CAR (Call Detail Record 

{CDR} Analysis and Reporting) tool, 
configuring, 752–756

system parameters, CAR (Call Detail Record 
{CDR} Analysis and Reporting) tool, 
configuring, 742–743

system preferences, CAR (Call Detail Record 
{CDR} Analysis and Reporting) tool, 
configuring, 747–748

system preferences
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system reports, CAR (Call Detail Record 
{CDR} Analysis and Reporting) tool, 740

T
tab bar, RTMT (Real-Time Monitoring 

Tool), 704
tags, route filters, 211–212
TANDBERG SCCP endpoints, IP video 

telephony, 620
TAPS (Tool for Auto-Registered Phones 

Support), 119
BAT (Bulk Administration Tool), 136–138

TCD (Telephony Call Dispatcher), 411-412
activating, 423–424

telephones. See IP Phones
Telephony Call Dispatcher, CallManager, 42
telephony endpoints (IP), 59–61, 64
templates

BAT (Bulk Administration Tool) 
templates, 438

configuring, 126–127
softkey templates, 351–352

adding, 352
assigning, 354
deleting, 355
modifying, 353–354
Standard IPMA Shared Mode 

Manager, 438
text display (IP Phone Services), 372
TFTP server certificates, CTL client, 580
TFTP servers, 42

addresses, obtaining, 66
contacting, IP Phones, 66

threats
CallManager, Administrator, 483
IP phones

endpoints, 523–530
rogue images, 525–526

IP telephony systems, 573
protecting against, 574–576

Windows 2000 Server Operating System, 
459–461

time-of-day routing, 253, 260
configuring, 262–268
time periods, 260–261, 263–265
time schedules, 261, 265–268
toll fraud, preventing, 509–510

usage scenario, 268–270
user effects, 262

TLS (Transport Layer Security)
PKI (Public Key Infrastructure), 563–564
sessions, certificate exchanges, 586

TLS AES encryption, 589
TLS SHA-1 sessions, key exchanges, 588
toll frauds, 503–504

ad hoc conferencing, dropping, 516–517
CFA (Call Forward All), preventing, 

504–507
CMC (Client Matter Codes), using, 511
commonly exploited area codes, blocking, 

507–509
external transfers, restricting, 511–516
FAC (Forced Authorization Codes), using, 

510–511
inside facilitators, 505
social engineering, 505
time-of-day routing, using, 509–510
transfers from voice mail, preventing, 

505–507
Tomcat Web Application Manager, 

CallManager Extension Mobility, 
configuring, 379–381

Tool for Auto-Registered Phones Support 
(TAPS). See TAPS (Tool for Auto- 
Registered Phones Support)

Tools service, Serviceability tool 
(CallManager), 681–682

top down call-distribution algorithm, 237, 239
Trace Analysis tool (CallManager), 725–728
Trace Collection tool (CallManager), 728–730
Trace service, Serviceability tool 

(CallManager), 680–681
traces, 720

Bulk Trace Analysis tool, 730–732
configuring, 719–725
Dick Tracy tool, 732
Ethereal tool, 732–733
Q.931 Translator, 732
Trace Analysis tool, 725–728
Trace Collection tool, 728–730
Voice Log Translator, 732

transaction files, 673
transcoders, 321–323

configuring, 323–324
transcoding, 309
transfers, 347

system reports
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external transfers, restricting, 511–516
voice mail, toll fraud, 505–507

transformation masks, 219–220
called-party transformations, configuring, 

220–224
example, 224–225

translation patterns, 226
configuring, 226–227
practical use of, 227–228

Transport Layer Security (TLS). See TLS 
(Transport Layer Security)

trunks, 161, 174–175
H.225 gatekeeper controlled trunks, 175
intercluster gatekeeper-controlled 

trunks, 175
intercluster nongatekeeper-controlled 

trunks, 175
intercluster trunks

calling search spaces, 256
CallManager, 640
configuring, 176–179

SIP trunks, 176

U
ultilevel precedence, 403–404
ultilevel preemption, 403–404
Unified CallManager. See CallManager
Unified Communications, 5–7

CallManager, 7–8
components, 10
IP Phone interaction, 8–9
servers, 11

layers, 7
updating IP Phones, BAT (Bulk 

Administration Tool), 134– 135
upgrades, Cisco upgrades, release of, 46
upgrading

CallManager, 45–47
operating systems, 461

upper-end IP Phones, 56–59
user agents, SIP (Session Initiation 

Protocol), 180
user database, CallManager, 101–102
user device profiles, CallManager, Extension 

Mobility, 383–386
user features, 347, 377

abbreviating dialing, 348

Auto Answer, 349
Barge, 365–366
Call Display Restrictions, 395–396

Calling Line ID Presentation, 
396– 397

Connected Line ID Presentation, 397
Ignore Presentation Indicators, 

397– 398
call forwarding, 349–351
Call Join, 358
Call Park, 359–360
Call Pickup, 360–363
call waiting, 347
CallManager Extension Mobility, 377–378

configuring, 378–389
default device profiles, 382–383
service parameters, 381–382
user device profiles, 383–386

Cisco Call Back, 364
CMCs (Code Matter Codes), 389, 391–392

configuring, 392–394
creating, 392
route patterns, 394–395

Direct Transfer, 357
FACs (Forced Authentication Codes), 

389– 390
configuring, 392–394
creating, 393–394
route patterns, 394–395

Group Call Pickup, 361
hold, 347
Immediate Divert, 358–359
IP Phone Services, 368–372
MCID (Malicious Call Identification), 399

configuring, 399–403
multiple calls per line appearances, 

configuring, 355–357
Other Group Call Pickup, 361
precedence, 403–404
preemption, 403–404
Privacy, 367–368
redial, 347
softkey templates, 351–352

adding, 352
assigning, 354
deleting, 355
modifying, 353–354

speed dialing, 348
transfers, 347

user features
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user groups, MLA (Multilevel 
Administration), 490–491

creating, 492–499
user levels, CAR (Call Detail Record {CDR} 

Analysis and Reporting) tool, 740
User Name field (hunt group 

configuration), 422
User Options welcome screen, CallManager, 

106–107
user reports, CAR (Call Detail Record {CDR} 

Analysis and Reporting) tool, 740
configuring, 756–758

users
CallManager

adding, 102–104
call forwarding, 107–108
configuration, 102–114
Fast Dial service, 111–112
IP Phone services, 110–111
locale settings, 113–114
logon options, 105–106
Message Waiting Lamp page, 112–113
Personal Address Book service, 

111– 112
speed dialing, 108–110
User Options welcome screen, 

106– 107
CallManager Attendant Console, adding, 

416–417
CAR (Call Detail Record {CDR} Analysis 

and Reporting) tool, 739

V
validation, IP Phones, BAT (Bulk 

Administration Tool), 131– 132
verification

dual VLANs
CatOS, 153
NativeOS, 153–154

PoE (Power over Ethernet), Catalyst 
switches, 151

video calls, 621
CallManager, 621–623

configuring for, 653–654
codec support, 623–624
video call flow, 622

video codecs, CallManager, 623–624
video modes. VT (Video Telephony) 

Advantage, 652– 653
video protocols, 624–628
video telephony (IP), 619

7985 IP Phone, 620
bandwidth

calculating, 630–631
call admission control, 631–632
management, 628–632
requirements, 629–630

call admission control, 637–638
clusters, 632–643
location configuration, 635–637
region configuration, 634–635
Retry Video Call as Audio setting, 

638–640
CallManager, 619
components, 619–621
H.320 gateways, 619
H.323 gatekeepers, 620
MCUs (Multipoint Control Units), 619
protocols, 624–628
SCCP endpoints, 620
video calls, 621

call flow, 622–623
CallManager, 621–622
codec support, 623–624

VT (Video Telephony) Advantage, 620, 647
call routing, 654
calls, 651–652
client installation, 661–667
components, 647–648
configuring, 653–654
configuring IP phones for, 657–661
deployment tools, 655–657
protocols, 649–650
supported standards, 648–649
video modes, 652–653

View menu (Attendant Console), 427
viewing pane, RTMT (Real-Time Monitoring 

Tool), 704
VLANs (virtual LANs), IP Phones, 

configuring for, 65
voice gateways, 161

analog gateways, 161–162
CallManager

call survivability, 163
redundancy support, 162

user groups
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communications, 163–164
configuring, 164–170, 172–174
core requirements, 162–163
digital gateways, 161–162
DTMF (dual tone multifrequency) relay 

capabilities, 162
H.323 gateways, 163

configuring, 165–169
MGCP gateways, 163

configuring, 169–170, 172
Non-IOS MGCP gateways, configuring, 

172–174
SCCP gateways, 164
supplementary services support, 162

Voice Log Translator (CallManager), 732
voice mail

Immediate Divert, configuring, 358–359
toll fraud, preventing, 505–507

voice VLANs, Catalyst switches, 152–154
voice-capable Catalyst switches, 145

Auxiliary VLAN support, 145
CoS (class of service), configuring, 

155–156
CoS marking, 146
dual VLANs, configuring, 153–154
inline power, 145
IP Phones

data VLANs, 152–154
midspan power injection, 146
PoE (Power over Ethernet), 146–147
powering, 146–151
voice VLANs, 152–154
wall power, 146

IP telephony, role in, 145–146
PoE (Power over Ethernet), 146–148

Catalyst EtherSwitch modules, 149
Catalyst modular switching, 148
Catalyst stackable switching, 149
configuring, 150
device detection, 147–148
verifying, 151

VT (Video Telephony) Advantage, 59, 647
CallManager

call routing, 654
configuring, 653–654
deployment tools, 655–657

calls, 651–652
clients, installing on, 661–667
components, 647–648

hardware requirements, 661–662
installing, 663–665
IP phones, configuring for, 657–661
IP video telephony, 620
protocols, 649–650
software requirements, 661–662
supported standards, 648–649
video modes, 652–653

W
wall power, Catalyst switches, 146
WAN Performance Utility (WPU), 764
WANs (wide area networks), CallManager 

clustering, 30–31
Web Access setting (IP Phone), 526

disabling, 527–528
web servers, PKI (Public Key Infrastructure), 

certificate exchange, 564–567
WebDialer, CallManager, 43
wildcards, route patterns, 197–199
Windows 2000 Server Operating System, 10

administrator password policies, 472–475
antivirus protection, 467–468
common exploits, 475–476
CSA (Cisco Security Agent), 468–472

headless agent, 469
managed agent, 469–470
protection rules, 471
supported applications, 470–471

hardening, 463–467
file sharing, 467
IP Telphony Operating System scripts, 

464–466
hot fix policy, 461–462
security, 459
security patches, 461–462
security settings, 476–478
threats, 459–461

Windows Internet Naming Service
(WINS), 37

Windows Task Manager, Perfomance 
Monitor, 702

WINS (Windows Internet Naming 
Service), 37

Wireless IP Phone 7920, 61

Wireless IP Phone 7920
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wizards, BAT (Bulk Administration Tool)
device selection, 123–124
device specifics, 124–125

worksheets, configuration data, 
CallManager, 38

WPU (WAN Performance Utility), 764
WS-SVC-CMM conference bridge type, 312
WS-X6608-E1 conference bridge type, 312
WS-X6608-T1 conference bridge type, 312

X-Z
X.509v3 certificates, PKI (Public Key 

Infrastructure), 557–558

wizards

















3 STEPS TO LEARNING

NETWORK BUSINESS SERIES

The Network Business series helps professionals tackle the 
business issues surrounding the network. Whether you are a 
seasoned IT professional or a business manager with minimal
technical expertise, this series will help you understand the 
business case for technologies.

Justify Your Network Investment.

Look for Cisco Press titles at your favorite bookseller today.

Visit www.ciscopress.com/series for details on each of these book series.

Networking 

Technology Guides

First-Step

STEP 1 STEP 3STEP 2

Fundamentals

STEP 1 First-Step—Benefit from easy-to-grasp explanations. 
No experience required!

STEP 2 Fundamentals—Understand the purpose, application, 
and management of technology.

STEP 3 Networking Technology Guides—Gain the knowledge 
to master the challenge of the network.
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Your first-step to 
networking starts here

ciscopress.com Learning begins with a first step.

Are you new to the world of networking? Whether you are beginning your networking career

or simply need a better understanding of a specific technology to have more meaningful 

discussions with networking experts, Cisco Press First-Step books are right for you.

➤ No experience required

➤ Includes clear and easily understood explanations

➤ Makes learning easy

Computer
Networking 
First-Step
ISBN: 1-58720-101-1

LAN Switching
First-Step
ISBN: 1-58720-100-3

Visit www.ciscopress.com/firststep to learn more. 

Cisco Press

Check out each of these First-Step books that cover key networking topics

What’s your next step? 
Eager to dig deeper into networking technology? Cisco Press has 
the books that will help you move to the next level. Learn more at
www.ciscopress.com/series.

Network Security 
First-Step
ISBN: 1-58720-099-6

TCP/IP First-Step
ISBN: 1-58720-108-9

Voice over IP
First-Step
ISBN: 1-58720-156-9

Routing First-Step
ISBN: 1-58720-122-4

Wireless
Networks 
First-Step
ISBN: 1-58720-111-9
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Visit www.ciscopress.com/series for details about the Fundamentals series and a complete list of titles.

When you need an authoritative introduction to a key
networking topic, reach for a Cisco Press Fundamentals

book. Learn about network topologies, deployment
concepts, protocols, and management techniques and
master essential networking concepts and solutions. 

FUNDAMENTALS SERIES

ESSENTIAL EXPLANATIONS AND SOLUTIONS

802.11 Wireless LAN Fundamentals

ISBN: 1-58705-077-3

Cisco CallManager Fundamentals:

A Cisco AVVID Solution

ISBN: 1-58705-008-0

Cisco LAN Switching Fundamentals

ISBN: 1-58705-089-7

Cisco Unity Fundamentals

ISBN: 1-58705-098-6

Data Center Fundamentals

ISBN: 1-58705-023-4

IP Addressing Fundamentals

ISBN: 1-58705-067-6

IP Routing Fundamentals

ISBN: 1-57870-071-X

Network Security Fundamentals

ISBN: 1-58705-167-2

Storage Networking Fundamentals

ISBN: 1-58705-162-1

Voice over IP Fundamentals

ISBN: 1-57870-168-6

Coming in Fall 2005

Cisco CallManager Fundamentals:

A Cisco AVVID Solution, Second Edition
ISBN: 1-58705-192-3

Look for Fundamentals titles at your favorite bookseller
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Cisco Press

Turn to Networking Technology Guides whenever you need in-depth knowledge

of complex networking technologies. Written by leading networking authorities,

these guides offer theoretical and practical knowledge for real-world networking

applications and solutions.  

NETWORKING TECHNOLOGY GUIDES

MASTER THE NETWORK

Cisco CallManager Best Practices:

A Cisco AVVID Solution

ISBN: 1-58705-139-7

Cisco IP Telephony: Planning, Design,

Implementation, Operation, and Optimization

ISBN: 1-58705-157-5

Cisco PIX Firewall and ASA Handbook

ISBN: 1-58705-158-3

Cisco Wireless LAN Security

ISBN: 1-58705-154-0

End-to-End QoS Network Design:

Quality of Service in LANs, WANs, and VPNs

ISBN: 1-58705-176-1

Network Security Architectures

ISBN: 1-58705-115-X

Optimal Routing Design 

ISBN: 1-58705-187-7

Top-Down Network Design, Second Edition
ISBN: 1-58705-152-4

Look for Networking Technology Guides 

at your favorite bookseller

Visit www.ciscopress.com/series for details about
Networking Technology Guides and a complete list
of titles.

Learning is serious business.
Invest wisely.
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Visit www.ciscopress.com/series to learn more
about the Certification Self-Study product family
and associated series.

CISCO CERTIFICATION SELF-STUDY

#1 BEST-SELLING TITLES FROM CCNA® TO CCIE®

Learn the test
topics with 
Self-Study

Guides

Gain hands-on
experience with
Practical Studies

books

Look for Cisco Press Certification Self-Study resources at

your favorite bookseller

Prepare for the
exam with Exam

Certification

Guides

Practice testing
skills and build
confidence with
Flash Cards and

Exam Practice

Packs

Learning is serious business.
Invest wisely.
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Visit www.ciscopress.com/series for details about
the CCIE Professional Development series and a
complete list of titles.

Learning is serious business.
Invest wisely.

CCIE Professional Development books are the 
ultimate resource for advanced networking 

professionals, providing practical insights for 
effective network design, deployment, and 
management. Expert perspectives, in-depth 

technology discussions, and real-world 

implementation advice also make these titles 
essential for anyone preparing for a CCIE® exam. 

CCIE PROFESSIONAL DEVELOPMENT

RESOURCES FROM EXPERTS IN THE FIELD

Cisco BGP-4 Command and 

Configuration Handbook

ISBN: 1-58705-017-X

Cisco OSPF Command and 

Configuration Handbook

ISBN: 1-58705-071-4

Inside Cisco IOS® Software 

Architecture

ISBN: 1-57870-181-3

Network Security Principles 

and Practices

ISBN: 1-58705-025-0

Routing TCP/IP, Volume I
ISBN: 1-57870-041-8

Troubleshooting IP Routing Protocols

ISBN: 1-58705-019-6

Troubleshooting Remote Access Networks

ISBN: 1-58705-076-5

Coming in Fall 2005

Cisco LAN Switching, Volume I, 
Second Edition
ISBN: 1-58705-216-4

Routing TCP/IP, Volume I, Second Edition
ISBN: 1-58705-202-4

Look for CCIE Professional Development

titles at your favorite bookseller
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JUSTIFY YOUR NETWORK INVESTMENT
Understand the business case for technologies with Network Business books
from Cisco Press. Designed to support anyone searching for optimal network

systems, Network Business titles help you justify your network investments.

Look for Network Business titles at 

your favorite bookseller

The Business Case for E-Learning

Kelly / Nanjiani • ISBN: 1-58720-086-4

The Business Case for Network Security

Paquet / Saxe • ISBN: 1-58720-121-6

The Business Case for Storage Networks

Williams • ISBN: 1-58720-118-6

The Case for Virtual Business Processes

Young / Jude • ISBN: 1-58720-087-2

IP Telephony Unveiled

Brown • ISBN: 1-58720-075-9 

Power Up Your Small-Medium Business

Aber • ISBN: 1-58705-135-4

The Road to IP Telephony

Carhee • ISBN: 1-58720-088-0

Taking Charge of Your VoIP Project

Walker / Hicks • ISBN: 1-58720-092-9 

Coming in Fall 2005

The Business Case for Enterprise-Class Wireless LANs

Castaneda / Alasdair / Vinckier • ISBN: 1-58720-125-9

MPLS for Decision Makers

Sayeed / Morrow • ISBN: 1-58720-120-8

NETWORK BUSINESS SERIES

Network Business Series. Justify Your Network Investment.

Visit www.ciscopress.com/netbus for details about the Network Business series and a complete list
of titles.
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The profile information we collect is used in aggregate to provide us with better insight into your technology
interests and to create a better user experience for you. You must be logged into ciscopress.com to receive
your discount. Discount is on Cisco Press products only; shipping and handling are not included.

Learning is serious business.
Invest wisely.

Complete a user profile at ciscopress.com today to become a member and benefit
from discounts up to 30% on every purchase at ciscopress.com, as well as a more
customized user experience. Your membership will also allow you access to the
entire Informit network of sites. 

Don’t forget to subscribe to the monthly Cisco Press newsletter to be the first to
learn about new releases and special promotions. You can also sign up to get your
first 30 days FREE on Safari Bookshelf and preview Cisco Press content. Safari
Bookshelf lets you access Cisco Press books online and build your own customized,
searchable electronic reference library.

Visit www.ciscopress.com/register to sign up and start saving today!

SAVE UP TO 30%
Become a member and save at ciscopress.com!
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SEARCH THOUSANDS
OF BOOKS FROM
LEADING PUBLISHERS

With Safari Bookshelf you can

■ Search the full text of thousands of technical books, including more than 70 Cisco Press
titles from authors such as Wendell Odom, Jeff Doyle, Bill Parkhurst, Sam Halabi, and
Karl Solie.

■ Read the books on My Bookshelf from cover to cover, or just flip to the information 
you need. 

■ Browse books by category to research any technical topic.

■ Download chapters for printing and viewing offline.

TRY SAFARI BOOKSHELF FREE FOR 14 DAYS! 

You can sign up to get a 10-slot Bookshelf free for the first 14 days. 
Visit http://safari.ciscopress.com to register.

With a customized library, you’ll have access to your books when and where you need
them—and all you need is a user name and password.

Safari® Bookshelf is a searchable electronic reference library for IT 
professionals that features more than 2,000 titles from technical 
publishers, including Cisco Press.
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